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TO: All State Agencies, All State Employees
FROM: Robert J. Murphy, Director

Central Payroll Bureau

DATE: February 13, 2018
supjecT: POSC SCAM ALERT

Due to the nature of this memo, we are asking that all agencies make sure to
share with all employees.

At least one State employee has received a SCAM email asking them to login into a FAKE POSC

Web Site (provided in the email). Do Not Click on the Web Site link provided, immediately
delete the message, contact your network security officer and notify Central Payroll by sending an
email to POSCHELP(@comp.state.md.us.

The content of the FAKE EMAIL appears as follows:

FROM: “POSC Payroll” paulleonards(@centurytel.net
Date: February 12, 2018 at 1:51:23 PM EST

To: POSC Payroll paulleonards@centurytel.net
Subject: POSC 2018 Payroll Information

Welcome POSC users,

Unusual changes has been made to your payroll information.
Login your credentials below to view changes made to your account.

View Here  (This is the FAKE LINK)
POSC Payroll
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